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Abstract – Recently, there have been significant changes in the power system operation and management. These changes are driven by deregulation and market liberalization policies and include significant technical innovations and introduction of information and communication technologies to power systems. The introduction of smart meters and advanced metering infrastructure (AMI) presents new challanges. Two most sensitive aspects of smart meters are electricity consumption data and remote switch access. This paper presents and overview of security challanges for the smart meters used in power distribution system and proposes a fuzzy intrusion detection system for smart meters in power distribution system based on statistical anomaly detection, based on Mamdani type fuzzy inference system with two input (Elapsed Session Time and Login Frequency) variables and one output variable used as intrusion detection control signal.  It is argued that this paper makes a contribution towards understanding and design of comprehensive intrusion detection technologies for smart meters. 
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1. Introduction

Power systems are currently undergoing through the period of historical changes. As a consequence of these changes in power system organization, the role and perception of electrical energy changes as well. Electrical energy is now perceived as a product whose quality is determined by physical quantities and which can be sold at an open market. Electricity markets are special type of market because electrical energy cannot be efficiently stored at large scale and production must meet demand in real time. However, electricity markets have one crucial flaw. Customers generally do not have real time measurement and billing service and can be very slow to respond to price changes. This is a major electricity market flow and is so crucial that it is often questionable should the term market be used at all [1]. One of the main reasons for smart meter introduction is that it is hoped that this technology could solve this flaw and enable market participants to have appropriate information and make informed and timely decisions about their behaviour. The second major reason for large-scale introduction of smart meters is to provide demand response capabilities. Third major reason for introduction of smart meters by the utilities is the possibility of implementing the demand side management measures during the time of supply shortage. There is no an imminent threat of this scenario but for many customers this might be disturbing because governments might use this measure as a punishment against customers which do not meet the energy saving targets [2].

In this paper, an overview of some of the most common AMI threats and intrusion detection system is presented. This paper also provides an overview of current issues in Intrusion Detection (ID) applied to smart meters. Finally, this paper proposes a development of a fuzzy intrusion detection system for smart meters in power distribution system based on statistical anomaly detection. In this paper, the  Mamdani type fuzzy inference system with two input variables (Elapsed Session Time and Login Frequency) and one output variable is used. In this paper, an output variable is used as control signal for intrusion detection.


2. Threat definition and evaulation 

2.1 Threat definition

In the increasingly digitalized world, cyber security is becoming one of the most vibrant topics. Consequences of cyber-attack in the Smart grid appear to be significant. Over the time there is dramatic increase in the number of attacks against internet-attached system, while the amount of expertise required to perform these events have declined as they become more automated. Increase in number of security attacks concedes with increase of use of internet [3]. This means that possibility of an unwelcomed event, such as cyber-attack actually occurring, is increasing. It is therefore important to make an appropriate risk assessment, which will define and evaluate the most significant threats and propose mitigation strategies. Three main classes of intruders are defined as masquerade, misfeasor and clandestine user: an individual who seizes supervisory control of the system and uses this control to evade auditing and access controls or to suppress audit collection [3].

[bookmark: _Hlk530516376][bookmark: _Toc439685539]Smart grid infrastructure heavily relies on cyber resources, which introduces a great number of security concerns. It is possible to produce a model, which can be used to evaluate certain security mechanisms [4]. One of the major concerns for the utilities is non-payment and it is becoming increasingly important to have a capability to move defaulting customers to prepayment remotely. In the last decade of the past century, there was a massive introduction of prepaid digital metering technology, which in some countries proved beneficial as it reduced the cost of payment collection from about 10% to about 5% of the turnover and electricity consumption by 10% [5]. In some countries, legal and regulatory framework still allows defaulting household customers to be disconnected from the grid (in BiH). Utilities consider remote access to a switch button to be a major advancement which lowers operational costs and improved the response times. However, large scale integration of smart meters into power network introduces a number of new challenges and security concerns, such as the risk of widespread fraud in the case of security vulnerability industrialisation, privacy concerns arising from availability of household’s consumption patterns, possibility of cyber-attack considering the presence of remote off switch [5]. Finally, it is argued that there are serious conflicts of interest the government aim is to reduce energy use, while the energy retailers (who depend on confusion pricing) want to maximise the sales. In this paper, the focus is on two key strategic vulnerabilities of distribution utility, which are electricity theft and remote off switch access. In following paragraph, a brief overview of these threats is presented.

2.2. Electricity theft 

Electricity theft is a criminal act of stealing electrical energy. The most common implementation of electricity theft act includes direct line connection, energy meter bypass, physical obstruction and meter slow down with use of external object. With the introduction of an AMI, electricity theft is not only possible, but it offers new possibilities and approaches for performing it [6]. Reference [6] provides an extensive attack three for the case of electricity theft and shows that smart meters are arguably more exposed to theft.

[bookmark: _Toc439685540]2.3. Remote switch 

Unauthorised access to the remote switch is another important AMI security issue which should be appropriately addressed. This is one particular vulnerability of the smart meters which exposes the power system to the unprecedented levels. In the past, power shutdown was possible by physical access to or destruction of critical system equipment. Nowadays, a well-planned and coordinated attack can lead to large scale power delivery interruption with prolonged restoration times. Figure 1 [7], shows a possible attack in which an attacker wishes to disconnect a large number of customers. In order to carry out this type of attack, it is necessary to make an installation of a malware, identify of the meters, collect information and finally target meters by sending remote command. 
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Figure 1. Remote disconnection command attack [7]
[bookmark: _Toc439685541]2.4. Risk evaluation

Defining P as the probability and Cq as the consequence, the risk can be expressed as: 

  					(1)

A risk assessment should be a standard procedure included in all security analysis. The main purpose of risk assessment is identification and categorization of threat faced by an asset and quantification of consequence. When all the threats to an asset are identified, appropriate defensive, detective, and deterrent actions should be applied [8]. AMI system requires enormous amount of planning and analysis and proves to be one of the most vibrant areas of discussion amongst utility engineers. Before the AMI components are deployed, it is necessary to identify risks, analyse possible attack models, attacker interests and make a correlation between threats and individual attack action. An example of an attack tree was presented in [7] as fine-grained high-level attacker objectives and demonstration of how they might be achieved. Unfortunately, this type of analysis was most usually overseen at the early stages of systems deployment. As a result, utilities are now exposed to numerous threats and are becoming increasingly interested in risk analysis and mitigation. In recent years, there have been several attempts to understand threat landscape for AMI systems but there are still gaps in threat analysis and IDS identification systems [7]. 


3. Intrusion detection system architecture and requirements

3.1 IDS definition and architecture 

Intrusion detection system (IDS) are used to identify actions which pose the security risk for the system under consideration. Intrusion detection systems are classified into two major categories: statistic and rule-based systems [3]. It is possible to perform a number of tests in order to determine if the current activity fits normal user of that of an intruder. Most frequently used tests are listed in [3]. Schematic diagram of IDS classification is presented in Figure 2 and Figure 3. 

One of the major problems in anomaly detection IDS is that they are likely to generate large number of false positives. Difficulty in building the misuse IDS lies in the fact that it is tedious to anticipate and model all the possible cases of misuse behaviour [9]. Any IDS must satisfy a range of characteristics such as capability to run continually without human supervision, fault tolerance, subversion resistance, adapt to changes in system behaviour and observe deviations from normal patterns of behaviour [10]. Currently, there exists a large number of intrusion detections methods and systems, but so far, none of them is proved to be completely flawless [11].



Figure 2. Graphical representation of IDS classification – based on [10]


Figure 3. Graphical representation of IDS classification – based on [3]


Regarding the matching of the attacker profile to the type of IDS, it is proposed that statistical anomaly detection is effective against the masquerades, while the rule-based IDS is the most effective against misfeasors, even if in practice, combination of approaches might be used. In this paper, mean and standard deviation test is later used since it is the simplest test which provides a solid overview of the average behaviour and its variability and it is applicable to large number of counters, timers and resource measures [3].

Another broad group of IDS are so called model-based IDS. An example is a model-based IDS for smart meters, which takes into account the memory constraints and reduction of false positives reporting [12]. A model-based intrusion system was shown as a good detection tool against known attacks [13]. Reference [14] shows an approach to securing AMI IDS with data stream mining. 



[bookmark: _Toc439685545]3.2 AMI/IDS security requirements 

AMI is particularly interesting because it is specific, mission-oriented system whose components are exposed to attacks. AMI promises to provide large level of automated information collection which was unimaginable to power systems engineers only few decades ago. Technological diversity and platform compatibility, represents some of the major challenges in providing AMI security solutions and requires considerable design discipline. AMI has a very unique set of characteristic implementation requirements which distinguishes AMI from other distribution system projects because directly reaches each customer, contains many nodes and it is a narrow band technology just to name a few. In general terms, the most important smart grid cyber security objectives are to protect all services from malicious attacks, prevent security incidents, and provide evidence to prove the assurance of confidence [15]. Reference [15] provides an exhaustive list of AMI security requirements and it is argued that the existing conventional IDS are unable to appropriately address smart grid requirements [16].  

Major issues concerning to IDS design relate to questions of what information should be collected, where should sensors be deployed, which technology should be used, how to notify the operator and how to separate false positives from true positives [17]. It is not possible to design a universal IDS and it should be custom made for every application. In order to improve intrusion detection, with more accuracy and lower false positives alarms, it should be resorted to a holistic design approach which correlates various events [16]. Centralised, dedicated and embedded IDS architecture are some of the most common IDS for AMI considerations. It is usually argued that embedded architecture is a preferred single IDS architecture for AMI approach. The information required for ID can be categorised into three broad groups, namely the system information such as system integrity information received from smart metres, network information, such as NAN collision rate and policy information such as an authorized AMI protocols [7].
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Figure 4. General representation of an IDS applied in the AMI [18]
4. Proposed fuzzy system for IDS

In this paper, Mamdani type inference is used. The general overview of the proposed fuzzy system is shown in Figure 5, where the final output variable of the proposed system is the crisp quantity, in the interval 0-1, representing the intrusion detection control output. 
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Figure 5. Schematic representation of the proposed fuzzy system


The input and output variables are represented by sets A, B and C which contain single terms Ai, Bj and Ck [19]:    

                                                                          (3)            


 where Ai, Bj and Ck are fuzzy sets defined as [19]:

                                           (4)

 
Fuzzy model is particularly useful in mapping input space to the output space in situations in which relationship between the two spaces exist but is not easily quantifiable with the conventional tools. In this paper, there are two input variables. The first one is the Elapsed Session Time (EST). This variable is introduced because most of the legitimate meter access operations will be performed by experienced experts within specific, usually well determined time frame. It is reasonable to assume that unauthorised access, will be associated to different, usually higher EST. It is therefore reasonable to assume that significant EST deviations indicate an intrusive behaviour. The login frequency (LF) represents the second variable used as input. This attribute is useful because during the routine operations, meters are accessed during the times which might be mapped to a particular pattern. The same applies to the number of logins per day, which in most of the cases follow a particular pattern, i.e. once per day. Table 1 shows the statistical test intervals used for input variables function fuzzification. 




Table 1. Statistical test intervals for input variables function fuzzification

	Very Low
	Low
	Average
	High
	Very High

	-2σ
	-1σ
	μ (Mean)
	+1σ
	+2σ



With reference to the equations (3) and (4), the first input variable is represented as:
[bookmark: _Hlk530553131]              	 	                                                  (5)
              	 	                                                  (6)

Similarly, the second input variable in the proposed fuzzy system is represented as:
              	 	                                                  (7)
              	 	                                                  (8)

The output variable is the intrusion detection control signal and is obtained as the final result of the proposed fuzzy inference procedure. It represents the crisp value used to rank user behaviour according to their membership to the intrusive behaviour set IB. Output variable, can be is described by the following fuzzy set: 
               	 	                                                  (9)
               	 	                                                 (10)

Both input and output variables can be shown graphically on the Figure 6. Finally, Figure 7 shows the graphical representation of the proposed Mamdani type inference engine. 
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Figure 6. Diagram of input and output variables



Figure 7. Mamdani type fuzzy interference model for estimation of intrusive behaviour

4.2.2 Model simulation and discussion

Table 2 shows IF…AND…THEN 25 rules used for Mamdani type inference. Figure 8 shows the mapping diagram of the input and output variables. The list of possible attributes used for intrusion detection is by no means exhausted by this model. It is possible to extend the list of criteria and input variable to accommodate any requirements that decision maker might have. The examples of additional attribute which might be added to the proposed model is the login location. Frequent deviations in location access might point out to the intruders. Proposed model is particularly useful because it can be used as a continuous online / offline analysis tool. If connected to the utility data base it can be efficient in analysis of large amount of input data and based on the analysis, it can make decisions and inform the operator of suspicious behaviour. 


Table 2. Fuzzy rules
	EST
	                              FL

	
	Vlow
	 Low
	Ave
	High
	Vhigh

	Very low
	VL
	VL
	L
	L
	L

	Low
	VL
	L
	A
	H
	VH

	Average
	L
	A
	H
	H
	VH

	High 
	L
	A
	H
	H
	VH

	Very high
	L
	A
	H
	VH
	VH
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Figure 8. Surface view

5. Conclusions 

This paper presents some of the most important AMI security challenges and proposes a fuzzy intrusion detection system for smart meters in power distribution based on Mamdani type fuzzy inference with two input (Elapsed Session Time and Login Frequency) variables and one output variable used as intrusion detection control signal. The list of possible attributes used for intrusion detection is by no means exhausted by this model. It is possible to extend the list of criteria and input variable to accommodate any requirements that decision maker might have. The examples of additional attribute which might be added to the proposed model is the login location. In general, IDS for the power distribution system smart meters is still relatively new area with numerous research gaps. It is also vibrant research area with many research opportunities. One of the major limitations of this work is lack of actual data which, unfortunately, could not have been obtained in a timely manner. The actual data on EST and FL would allow model testing, adjustment and result reporting. This was not performed at this stage and is left a side as future work direction.  
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